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DETAILED ACTION 



1. 



Claims 1-5 and 18-30 are pending. 



2. 



Response filed on 05/02/2005 has been received and 



considered. 



Election/Restrictions 



3. Claims 6-17. and 31-33 are withdrawn from further 
consideration pursuant to 37 CFR 1.142(b) as being drawn to 
nonelected inventions, there being no allowable generic or 
linking claim. Election was made without traverse in the reply 
filed on 05/02/2005. These claims should be canceled in the 
next response. 



4. The following is a quotation of the second paragraph of 35 
U.S.C. 112: 

The specification shall conclude with one or more claims particularly 
pointing out and distinctly claiming the subject matter which the applicant 
regards as his invention. 

5. Claims 1-5, 18-30 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point 
out and distinctly claim the subject matter which applicant 
regards as the invention. 



Claim Rejections - 35 USC § 112 
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6. Claim 1 recites the limitation "the message" in various 
parts of claim 1. There is insufficient antecedent basis for 
this limitation in the claim because it is unclear if it is 
referring to the message for transmission or the control 
message . 

7. Claim 18 recites the limitation "the message" in various 
parts of the claim. There is insufficient antecedent basis for 
this limitation in the claim because it is unclear if it is 
referring to the message for transmission or the control 
message. 

8. Claims 18-19, 21, 25, 27 and 29-30 recite the limitation 
"encryption/decryption" it is unclear whether this means 
"encryption or decryption' 7 "encryption and decryption" or 
"encryption and/or decryption." For the purpose of examination 
with regard to prior art it will be assumed 
"encryption/decryption" means "encryption or decryption." 

9. Claim 23 recites the limitation "the base station" in line 
2. There is insufficient antecedent basis for this limitation 
in the claim. 

10. Claim 24 recites that the LCC message is two different 
messages; it will be assumed that the LCC message is one of the 
two . 



Application/Control Number: 10/028,573 
Art Unit: 2137 



Page 4 



11. Any claims not specifically addressed are rejected by 
virtue of their dependencies. 

Claim Rejections - 35 USC §103 

12. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

13. Claims 25-27 and 30 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Malek et al (US 5243653) and further in 
view of Lynn et al (US 5345508) . 

As per claim 25, Malek discloses at least one digital 
signal processing means; at least one central processing means; 
and encryption synchronization means configured to detect a 
particular control message in a data transmission and, in 
response, wherein the particular control message occurs just 
before the transmission of telephony data (see column 4 lines 
47-57) . 

Malek fails to disclose initiating an encryption/decryption 
process . 
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However, Lynn teaches initiating an encryption/decryption 
system (see column 2 lines 54-64) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Lynn's method for 
initiating an encryption/decryption process in Malek. 

Motivation to do so would have been to provide self- 
synchronization (see Lynn column 2 lines 47-51) . 

As per claim 26, the modified Malek and Lynn system 
discloses the encryption synchronization means is further 
configured to provide a current encryption key to receiving 
devices and sending devices in the wireless communication 
network (see Lynn column 2 lines 47-51) . 

As per claim 27, the modified Malek and Lynn system 
discloses the encryption synchronization means is further 
configured to count data blocks in a message being transmitted 
to determine when to begin encryption/decryption (see Lynn 
column 5 line 40 through column 6 line 23) . 

As per claim 30, the modified Malek and Lynn system 
discloses the initiation of the encryption/decryption process 
occurs each time a wireless connection is set up, comprising 
initial connection, connection hand off, and connection 
reestablishment after unexpected connection loss (see Malek 
column 4 lines 47-57) . 
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14. Claim 1 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Malek and Lynn system as applied 
to claims above, and further in view of Chien et al (US 
20020165972) . 

As per claim 1, the modified Malek and Lynn system 
discloses processing a message for transmission, wherein the 
message includes control data and payload data, and wherein the 
control data is not encrypted; determining whether the control 
data contains a particular control message; if the control data 
contains the particular control message, loading an encryption 
synchronization counter with a number of control message bytes 
to be transmitted and initializing the encryption 
synchronization counter; when the encryption synchronization 
counter is decremented to zero, indicating that the entire 
message has been transmitted, initializing the cryptosystem 
using a key; using the cryptosystem to encrypt the message; 
parsing the message to separate the control data from the 
payload data; determining whether the control data contains the 
particular control message; if the control data contains the 
particular control message, initializing the cryptosystem using 
the key; and using the cryptosystem to decrypt the message (see 
Malek column 4 lines 47-57; and see Lynn column 2 lines 54-64 
and' column 5 line 40 through column 6 line 23 as applied above). 
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The modified Malek and Lynn system fails to disclose the 
use of an encrypted airlink packet for transmission over an 
airlink. 

However, Chien teaches the use of an encrypted airlink 
packet (see paragraph 81) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use the airlink packet 
of Chien in the modified Malek and Lynn system. 

Motivation to do so would have been provide airlink 
filtering (see paragraph 65) . 

15. Claim 2 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Malek, Lynn and Chien system as 
applied to claim 1 above, and further in view of Bender (US 
6366779) . 

As per claim 2, the modified Malek, Lynn and Chien system 
fails to disclose the control message is a link control channel 
message. 

However, Bender teaches such a message (see column 14 lines 
38-62) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art for. the modified Malek, 
Lynn and Chien system' s control message to be a link control 
channel message. 
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Motivation to do so would have been to allow the base 
station to initiate a call (see column 14 lines 38-62) . 
16. Claims 3-5, 18-21, and 23 are rejected under 35 
U.S.C. 103(a) as being unpatentable over the modified Malek, 
Lynn and Chien system as applied to claims above, and further in 
view of Schneier (Applied Cryptography) . 

As per claim 3, the modified Malek, Lynn and Chien system 

fails to disclose the use of a state box, 

♦ 

However, Schneier teaches such a state box (see pages 397- 

398) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Schneier' s state 
box as the cryptosystem of the modified Malek, Lynn, and Chien 
system. 

Motivation to do so would have been the simplicity of the 
algorithm (see page 398) . 

As per claim 4, the modified Malek, Lynn, Chien, and 
Schneier system discloses performing a mathematical operation on 
the key to alter the key for security, wherein the key is an 
array of data (see Lynn column 2 lines 54-64); and operating on 
a state box using the altered key, wherein the state box is an 
array of data (see Schneier pages 397-398) . 
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As per claim 5, the modified Malek, Lynn, Chien, and 
Schneier system discloses a RC4 state box and key (see Schneier 
pages 397-398) . 

As per claims 18-19, the limitations are substantially the 
same as claim 1 with the addition of a state box, and are 
therefore rejected as in claim 3. 

As per claim 20, the modified Malek, Lynn, Chien, and 
Schneier system discloses sending an encryption key (see Lynn 
column 2 lines 54-64) . 

As per claim 21, the modified Malek, Lynn, Chien, and 
Schneier system discloses changing the encryption key according 
to a predetermined algorithm (see Lynn column 2 lines 54-64) . 

As per claim 23, the modified Malek, Lynn, Chien, and 
Schneier system discloses the method being performed each time 
the base station participates (see Malek column 4 lines 47-57) . 
17. Claim 22 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Malek, Lynn, Chien, and Schneier 
system as applied to claim 18 above, and further in view of Dent 
(US 5060266) . 

As per claim 22, the modified Malek, Lynn, Chien, and 
Schneier system fails to disclose the method being performed at 
the associated control channel level. 
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However, Dent teaches the use of such level (see column 6 
lines 43-60 and column 7 lines 12-31) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to perform the processing 
of the modified Malek, Lynn, Chien, and Schneier system at the 
ACC level. 

Motivation to do so would have been to provide a "blank and 
burst" mode of operation (see column 7 lines 12-31) . 
18. Claim 24 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Malek, Lynn, Chien, and Schneier 
system as applied to claim 18 above, and further in view of 
Bender and NetBEUI (webpage) . 

As per claim 24, the modified Malek, Lynn, Chien, and 
Schneier system fails to disclose the particular control message 
is a link control channel ("LCC") message that is a "set 
asynchronous balance mode" ("SABM") message and a "set 
asynchronous balance mode unnumbered acknowledge" ("SABMUA") 
message. 

However, Bender teaches the LCC message (see column 14 
lines 38-62) and NetBEUI teaches the SABM message (see page 1) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art for the messages of the 
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modified Malek, Lynn, Chien, and Schneier system to be those of 
Bender and NetBEUI . 

Motivation to do so would have been to allow the base 
station to initiate a call (see Bender column 14 lines 38-62) 
and to conform to the 802.2 protocol standard (see page 1). 

19. Claim 28 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Malek and Lynn system as applied 
to claim 26 above, and further in view of Schneier (Applied 
Cryptography) . 

As per claim 28, the modified Malek, Lynn and Chien system 
fails to disclose the use of a state box. 

However, Schneier teaches such a state box (see pages 397- 

398) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Schneier' s state 
box as the cryptosystem of the modified Malek and Lynn system. 

Motivation to do so would have been the simplicity of the 
algorithm (see page 398) . 

20. Claim 29 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Malek and Lynn system as applied 
to claim 25 above, and further in view of Dent (US 5060266) . 
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As per claim 29, the modified Malek, Lynn, Chien, and 
Schneier system fails to disclose the method being performed at 
the associated control channel level. 

However, Dent teaches the use of such level (see column 6 
lines 43-60 and column 7 lines 12-31) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to perform the processing 
of the modified Malek and Lynn system at the ACC level. 

Motivation to do so would have been to provide a 
"blank and burst" mode of operation (see column 7 lines 12-31) . 

Conclusion 

21. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. Kallin et al (US 
5119502) teaches detecting a control message and Hoole et al (US 
6480522) teaches LCC messages and encryption of data in a 
wireless system. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. The examiner 
can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 
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If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Andrew Caldwell can be 
reached on (571) 272-3868. The fax phone number for the 
organization where this application or proceeding is assigned is 
703-872-9306. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . 




MJP 



ANDREW CALDWELL 
SUPERVISORY PATENT EXAMINER 



